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"Following the incident (Opera downtime at the resort) that occurred on 14™ January 2024
which resulted in the operations being at a standstill for 24 hours, an investigation was carried
out by the corporate IT department and Management-
During the course of this investigation, you were provided a fair chance to submit your
justification and statement of the incident- After carefully reviewing the data, incident reports
and statements provided it is concluded that this incident has occurred due to your negligence
and non-compliance with your job description, standard operation procedures & general terms
and conditions of the resort-
e SSOM/HR-2023-003 Performance Management and Disciplinary Procedure-
e Step -5- Suspension/Demotion/Dismissal,
e Group C, no:
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09 - “Carelessness that causes the resort severe damages”

33 - Serious negligence that causes or might cause unacceptable loss, damage, or
injury-
As this incident has resulted in severe damages to the resort, the Management has decided

to terminate your employment contract with Sun Siyam Olhuveli Maldives, effective 20"

January 2024 due to gross misconduct-

You will be paid your salary until 20" January 2024 and all outstanding vacation leaves,
Public Holidays and Day-off will be computed accordingly and will be paid to you as part

of your Final Settlement."
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"2. To have a positive impact, taking personal responsibility and initiative to resolve issues,

always clearly communicating with both customers and colleagues-

9. To ensure that necessary safety procedure is fully implemented and demonstrated by all

members of the team."
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"Communicate, plan and manage the implementation of Information Technology to the resort

in accordance with company information technology strategies and priorities-
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Ensure Information Technology standards and best practices are communicated, implemented

and measured in the resort.

Ensure that customer satisfaction is at the highest possible level through full implementation

of standards, attention to details and personal attention to customer needs-

To assign responsibilities to team members, provide appropriate guidance, coaching and support,

and to check their performance periodically-"
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"Sunday Morning on my Off day at 8:47AM, Sayooj (IT Officer) send a screen short in IT
WhatsApp group of reservation PC stating that the certificate error shown on the PC, I
suggested to copy the certificate to place in edge setting as sometime it gets revoked as
certificate gets expired, so he did but still didn’t help and he send a screen short which was
in different, attached the screen short for your reference- That was forwarded to Head Office

Opera support Vishnu, as he said let me check about the error-

After a while Assistant IT Manager Mahesh called me and said opera not able to access, so
I said let me check opera server, and tried to access opera server, and tried to access opera
server but I was not able to connect opera server and no ping to the server, so I called
Mahesh and informed the same and said I will go there to office to check about the issue-
Then Mahesh sends a screen short with the error showing in Virtual Machine of the opera
server, as I started moving out from my room, I got a call from Mahesh saying that he has
fixed the issue and able to access opera- So, I confirmed to Vishnu that opera started and

working and I stayed back in room-

In a while at 9:50am, I got a screen short in F&B & IT whatsapp group saying the system

showing wrong year and guest’s information-

I immediately called Mahesh and asked why it was showing 2023 guests, he said have no
idea- Then I called Vishnu to check on it, as we had no clue about what happened- At the
IT Office, I was coordinating with Vishnu to check on the error and what happened, and
Vishnu was trying to fix the issue coordinating with opera team, where they were not able to

source out the issue how it happens-

So, I went back in office to check with Mahesh, what he did to get the server back on live,
he said clicked on the snapshot that was there with the date 29-08-2023 (snapshot saved in

VM, when the opera server was rebuilt after Ransom ware attack)

So due to the snapshot the opera server got reinstated to old date, He haven’t asked or

discussed with any before doing it-

Meanwhile, I tried to on the Opera replication with the help of Thilina, as it was getting late

to rectify, found that the backup was stopped on 5™ of January by admin account where I

was not aware that it was forcefully stopped, and it was handled by Mahesh from the day I

went vacation and after- I used to ask whether Commvault backup is working, said its working,

and I trusted as he is second in charge-

But it gone wrong:

I have spoken to him about the duplicate replication happening in the Commvault the previous

day and send a screen short, he said there is another way to do this so will try, where I told
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him not to do as its under maintenance contract and shouldn’t do any changes in the
configuration- So as an assumption this may the cause that the ESXi replication was stopped,

he may know it, but not accepting it
The above matter what I have mentioned is true to my knowledge-

Manual Back up was saved in external Hard Disk, provided to Vishnu to rebuild the Opera

server and it was up on 15" early morning."
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"Dear Jobby,

As mentioned over the phone, we need a written statement of the events of January 14, 2024,

to complete the incident report-
Kindly, share the details within the day-

Regards,"
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“2-1 Resort IT team is required to regularly backup the Application Data, User Data, as per

the following schedules-
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Category Frequency | Remarks

Opera, MC and Micros and Fusion | Daily Default Location in each server

Opera, MC and Micros and Fusion | Daily Copied to Opera Server D Drive
Backup folder/ NAS after the default
backup

User Data, Shared Data, All other | Daily NAS

data to NAS

Opera, MC and Micros to HO Weekly End of the week, i-e,:Friday

Complete backup of all application | Monthly The daily backup of last day of the

data-  (Opera, MC, Micros and month is to be captured as monthly

Fusion) backup-

Complete backup of all data, before | Yearly Last day of the year-Data before

and after Year End process Reset/Year End/Night

- ¢ 3 [ - Gr % ~0X0Zr O o
€A s, J‘ /"/" Pad 5 Ved<d 4 K A SA APV PANFIVIN® v 2
- e e g - - - -

"4.1- In addition to daily backup, resort should also have one PC running the online backup

regularly for Opera Data to the local Hard disk of the Machine-
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"Please be on the lookout, DDOS is inbound Maldives"..."and please give me a confirmation

on latest backups"
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